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Abstract: Risk analysis in Human-Machine System has to take into account intentional Human 

Errors in order to reduce their occurrences and/or their consequences. After an introduction of the 

barrier removal concept and the BCD model, the article presents a comparative prediction study 
between a first human behaviour prediction method based on the barrier removal utility and the 

Iterative Learning Control and a second one based on the BCD model and the Artificial Neural 

Networks. Its interest is illustrated by the presentation of the results of an experimental study 
realized with a car driving simulator. 
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1. INTRODUCTION 

The risk analysis consists in forecasting all undesirable events. These events are usually 

due to a combination of failures. In a HMS, malfunctioning may be due to technical 

failures and/or human errors.  A component fails when it does not run as it should run. As 

a component of the HMS, the human operator fails when his/her behaviour deviates from 

the prescriptive one. Human errors may be the cause of more than 70% of the accidents in 

some particular domains such as aeronautic [1]. A risk analysis in HMS cannot avoid the 

human factors analysis. Traditionally, the risk quantification is a combination, often a 

multiplication, of the occurrence probability and the consequence evaluation of an 

undesirable event. One of the major difficulties in HMS risk analysis is to get the 

probabilistic data related to the human error. That‟s why it seems more important to focus 

the human errors consequences. [2].   

 

2. HUMAN ERROR ANALYSIS AND CONTROL 

 Human reliability is defined as the probability that a human operator performs correctly 

his allocated tasks in given conditions and during a given time; and that he does not 

assume any additional tasks which may degrade the HMS [3]. Human error is the 

opposite concept of human reliability and relates to the probability that an error occurs 

when human operator is performing a task. The deviated human behaviour, observed as 

an action on the system, can be classified in two main categories: non intentional action 

and intentional action. Deviated behaviours from a given prescription are considered as 

errors when their occurrences or their consequences are not intentional or as violations 

when they are intentional.  
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2.1 Barrier Removal and BCD model 

In order to reduce the human deviated behaviour opportunities and/or consequences, the 

HMS‟s designers provide it with many defense systems called Barriers. These barriers 

aim at maintaining the system in a safe working field. The decreasing of the system safety 

may be explained by one, or a combination, of three reasons: a lack of barrier, barriers 

failures or barriers violations. The intentional violation of these barriers by the human 

operator is called Barrier Removal (BR) (cf. Figure 1). 

 

Figure 1: The BR, an intentional barrier violation [4] 

Regarding the definition of the human error given below, the human error analysis 

methods focus only on the analysis of the tasks allocated to the human operator, i.e. the 

prescribed tasks, without evaluating possible additional tasks such as the BR or the 

creation of new supports by the human operator on field [5]. 

 

2.2 The BCD model 

 

The BR is interpreted as the result of a compromise of three BCD model attributes that 

are: 

 The Costs (C): in order to remove a barrier, the human operator, must sometimes, 

modify the material structure and/or the operational mode, which usually leads to 

negative consequences on safety. 

 The Benefits (B):  a BR is a goal-driven behaviour seen to offer an immediate 

Benefit that outweighs the cost. 

 The potential Deficits (D): removing a barrier introduces a potentially dangerous 

situation; such action creates a potential Deficit, due to the related risk (Cf. Figure 

2.) 

 

With this BCD model, the human operator decision making is considered as a balancing 

between advantages and disadvantages to remove or to respect a barrier [7]. In order to 

describe more precisely this balancing, it is necessary to adopt a multi-criteria viewpoint. 

Effectively, the human operator behaviour leads to consequences on safety, but also on 

other criteria. In the case of car driving, the criteria, other then the Safety (S), are the 

Comfort (C), the Freedom Degree (FD), the Time Gain (TG) and the Work Load (WL) 

[8].  
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  Figure 2: The determination of the Benefits, Costs and Deficits corresponding to a BR 

(modified) [6] 

Let‟s remind that controlling the risk in HMS has to take into account the violations in 

order to improve the risk analysis and the safety design. The prediction of this kind of 

human error is, certainly, the best way to reduce their occurrences and/or their 

consequences.  That‟s why, we propose, in the following parts of this paper, two methods 

of violation prediction based on the BCD model. The first method is based on a 

mathematical model of the BR utility and the Iterative Learning Control and the second 

method is based on the BCD evaluation and the Artificial Neural Networks. The BCD 

evaluation, the BR utility value and the BR constitute victor input data for the prediction 

methods. In the following paragraph, we present the first method of violation prediction. 

 

3. A HUMAN BEHAVIOUR PREDICTION METHOD BASED ON THE 

BARRIER REMOVAL UTILITY AND THE ITERATIVE LEARNING CONTROL 

 
As it is said bellow, the BR is an intentional barrier violation; it results from a decision 

making. This decision consists in selecting an action between two possible actions: to 

remove or to respect a barrier. It seems interesting to analyze, first, the human operator 

decision making in order to understand, after, the BR-based decision making.  

 

3.1 BR Utility based decision making model  

The BCD model attributes are, first, the criteria and, second, their associated Benefices, 

Costs and potential Deficits. The third model attribute is the weights the operator 

associates to the Benefits, Costs and potential Deficits. Depending on his/her preferences 

and expectations, the human operator can give the weight α to the expected Benefits, β to 

the acceptable costs and γ to the potential Deficits.  

The BCD model integration in the decision making model, allows us to develop a BR-

based decision making analysis. In fact, the human operator is faced to two possible and 

complementary choices and so two different and complementary expected utilities. These 

two choices are (1) the Barrier Respect which correspond to a No BR (NBR) and (2)  the 

BR, which, may be either a successful one (SBR) or a failed one (FBR). The human 

operator choice is based on the comparison between the two expected utilities and on the 

Evaluation of the 
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selection of the maximal utility corresponding result. We, thus, develop the following 

global model of the decision making utility (DMU) (Cf. Figure 3). The translation of this 

tree to a mathematical model is detailed in the following equation: Expected Utility = 

Max [DMU (BR), DMU (NBR)]. This means that if DMU (BR) > DMU (NBR), then the 

BR has a high probability to occur.   

With,           jDpjCjBpBRU 111
               (1) 

 

 

Figure 3: BR decision making tree 

Where: BRU is the BR Utility, α, β and γ are the weights attributed by the human 

operator to the Benefits, Costs and potential Deficits. Bj, Cj and Dj are, respectively, the 

Benefit, Cost and the potential Deficit associated to the criterion j and ε is a possible error 

made on the B, C and D evaluations. 

The building of the new BR prediction method necessitates some fixation hypothesis. 

During the following work, we shall consider the two following hypotheses: if DMU 

(BR) > DMU (NBR), then the human operator decision = BR.   
 

3.2 ILC based human behaviour prediction method 

The idea of the ILC-based human behaviour prediction method is to make the human 

operator repeats for N times the same task, to observe his/her behaviour at each time t and 

try to predict his/her behaviour at the next time t + Δt. Of curse, in this task, the human 

operator is faced to a barrier and is supposed to respect it. For each human operator 

decision, corresponds a BRU value.  

 

The inputs of the ILC are the BRU functions and its corresponding operator behaviours, 

i.e. a removal or a respect of the studied barrier. The ILC uses these data in its learning 

process to calculate the BRU(t + Δt) value, and so, to predict the operator behaviour at the 

step of time t + Δt (Cf. Figure 4). 

 

Regarding our hypothesis, if BRU(t) is higher than a given value, then the associated 

barrier will be removed. At each iteration, the algorithm reinforces the BRU estimation if 

this hypothesis is observed, and reduces/correct the BRU estimation if not. 
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Figure 4: The ILC algorithm 
 

The BRU based human behaviour prediction method steps are: 

1. to calculate the first BRU value (BRU(t0), 

2. deduce the human operator corresponding decision, 

3. to conclude or predict the human operator behaviour (BR or NBR), 

4. to compare between the Predicted Behaviour (PB) and the Observed Behaviour 

(OB), 

5. if PB = OB than reinforce BRU(t0) estimation to get BRU(t1), if PB ≠ OB than 

reduce the BRU(t0) estimation to get BRU(t1). These preceding steps constitute 

the first iteration of the ILC process.  

6. To repeat the five steps, below, for M times.  

7. To predict the last human behaviour with the best possible performance. 

8. Each iteration is integrated in the ILC process 

 

 

A HUMAN BEHAVIOUR PREDICTION METHOD BASED ON THE 

ARTIFICIAL NEURAL NETWORK 

 

After the explanation of the human behaviour prediction method based on the ILC, we 

present, in the following part of this paper, the second human behaviour prediction 

method based on the ANN. 

i0 

α, β and γ = 1 

εα, εβ and εγ = 
0 

BRU(i) = p1 (α(i) ΣBj + β(i) ΣCj) + (1-p1) γ(i) ΣDj + ε(i) 

I = M-1 

(BRU(i)>0 & 
OB(i+1) = 1) or 
(BRU(i) <=0 & 
OB(i+1) = 0) 

α(i+1) = α(i) + εα(i) α(i)  

and/or β(i+1) = β(i) + εβ(i) β(i) 

and/or γ(i+1) = γ(i) + εα(i) γ(i) 

α(i+1) = α(i) - εα(i) α(i)  

and/or β(i+1) = β(i) - εβ(i) β(i) 

and/or γ(i+1) = γ(i) - εα(i) γ(i) 
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Multi-criterion based BR evaluation 

The Kohonen‟s research works based on self-organizing maps [9] were initially used for 

this feasibility study [10]. A self-organizing map is the result of a recurrent neural 

network. It allows building a map of the data distributions propagating the output of a 

given neuron on its neighbour neurons by using a similarity assessment function. Before 

predicting human action regarding human perception data on barrier removal, a learning 

step is required in order to determine these data distribution. This phase requires input 

vectors containing the observed BCD model parameters on barrier removal: (1) the 

subjective and qualitative values of the Benefits, the Costs and the potential Deficits 

associated to the barrier removal for each criterion, and (2) the human action parameter 

related to the respect or the removal of the corresponding barrier. 

During BR analysis, the evaluations of the three factors (Benefit, Cost and potential 

Deficit) are provided for each barrier class in terms of several performance criteria. 

Clearly, it is uneasy to capture the complex relationships that exist between the different 

criteria. There are two problems: first, the classification of all BRs in terms of the 

different performance criteria, and the identification, if possible, of the contributive BR 

criteria for a given HMS by looking for or memorizing the similarity/proximity between 

all BRs; and second, the removal prediction for new/changed barriers, based on the 

identified criteria and the memorized similarity/proximity. 

The Artificial Neural Networks have potential for dealing with the above-mentioned 

problems. A series of approaches of BR prediction using ANN have been developed to 

anticipate or predict with the retained criteria a removal of given barrier on the given 

system by considering, on the one hand a network by criterion of performance (mono-

performance), and on the other hand, a network taking into account several criteria (multi-

performance) [10]. 

 

Connectionist BCD model and prediction  

As stated above, the BR impacts can be analyzed in terms of Benefits, Costs, and 

potential Deficits. In order to allow designers to integrate BR into the risk analysis during 

the design phase or during re-design work, we have proposed three Self-Organizing Map 

(SOM) predictive algorithms [11]. The task that we seek to model here is the activation or 

the removal of barriers by the human operators.  

With the pertinent regulations, standards and technical guidelines, the designers design 

their systems, paying particular attentions to safety concerns. They equip their systems 

with barriers in order to reduce human errors, limit failure propagation and/or protect 

human operators from technical failures. However, in case of operational contexts, to deal 

with the different contexts and obtain optimal results, a series of connectionist models and 

methods of BR using ANN have been defined. As an Artificial Neural Network, the Self-

Organizing Map is designed originally for multidimensional data reduction with 

topology-preserving properties [9].  

Each predictive network is composed by two parts. First part concerns the network 

learning – BR classification:  

 In Unsupervised Self-Organizing Map (USOM) learning, the input data are the 

subjective evaluations of Benefits, Costs and potential Deficits in terms of the 
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different performance criteria; 

 In Supervised Self-Organizing Map (SSOM) learning, the input data are the same as 

those in Unsupervised SOM, but include a removal label for the corresponding 

barrier; 

 

In Hierarchical Self-Organizing Map (HSOM) learning, the input data are the same as 

those in Supervised SOM. The network can be formed by classifying this data into 

parallel subsets, according to the personalities of human operators. For example, 

experimental BR data may be grouped into several subsets related to controller culture 

background (e.g. ethnic characteristics) (Cf. Figure 5 and Figure 6). 

 

 

 

 

 
 

Figure 5: Principle processes of BR prediction using ANN [12] 
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Figure 6: Algorithm of BR prediction using ANN  

 

Where, M is the total number of the studied human operator behaviours. N is a meter. 

The second part of each network is the prediction based on the identified criteria and the 

similarity/proximity memorized through the learning process. When the target value is 

known, the SSOM algorithms can be used to make the classification & the prediction. 

When the target value is unknown, the USOM algorithms can be used, as in data mining 

for example. 

 

COMPARAISON OF THE TWO HUMAN BEHAVIOUR PREDICTIVE 

METHODS 

The two prediction methods are similar and different at the same time. In fact, first, they 

both need initial data base (the B, C and D evaluation and the observed behaviour), 

second, their objective is to predict the human behaviours, and third, they are both built 

around an iterative learning principal and respect the following steps: 

 Step 1: given M subjects, we take the minimum of subjects (N) and their 

corresponding data (observed behaviours as well as their B, C, D evaluation) to 

constitute the smallest data base we integrate into the ANN algorithm and the ILC 

algorithm and predict the behaviour of the (M-m) other subject. 
 Step 2: the input data base is now constituted by (m+1) subjects and their data and 

we predict the behaviours of the (M-m-1) other subjects. Etc… 
 Step (M-1): the input data base is now formed by (M-1) subjects and their data and 

we predict the behaviour of the last subject, the subject number M. 

At the same time, they are different, because,  

Learning phase for  the first N  vectors 

Prediction phase  of the parameter BR 
for  the M - N  other vectors 

Correct  prediction rate  assessment 
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 their iterative learning principal are different, in fact, it consists in the correction or 

the reinforcement of the BRU value in the first prediction method (based on the 

ILC) and the learning level increasing with the functions of similarity and 

neighbourhood in the second method (based on the ANN) in order to build and/or 

perform their outputs which are the human behaviour‟s prediction.  

 The input vectors of the methods are also different, in fact, on the first hand, the 

one of the prediction method based on the ILC is not only constituted by the BCD 

evaluations and the BR, but also, by the weights values α, β and γ and the error on 

the BCD evaluations value ε. On the second hand, the prediction method based on 

the ANN is not only constituted by the BCD evaluations and the BR, but also, by 

other objective criteria values related to the studied context such as the car driving 

characteristics, for example, the speed, the brake position or the accelerating  

position. 

 And finally, the prediction method based on the ANN has a static state, because the 

input victor data remain the same during the prediction process. But the prediction 

method based on the ILC has a dynamic state, in fact, the weights and error values 

change for each iteration of the learning process.   

However, the comparison principal between (1) the human behaviour prediction method 

based on the barrier removal utility and the ILC and (2) the human behaviour prediction 

method based on the ANN is a comparison between the prediction method results. The 

best method is the one that gives the best prediction results. 

Experimental protocol 

Experiments were done in the LAMIH laboratory by using a car driving simulator (Cf. 

Figure 7) on which drivers faced, during four times, to a „Priority to the right‟ situation, 

and so, to the „Priority to the right‟ barrier.  

 

 

 Figure 7: LAMIH laboratory car 

driving simulator 

 
 

Figure 8: The „Priority to the right‟  

situation 

In this situation, there was a car on the right of the subject vehicle (SV). Normally, the 

driver has to give the priority to the other vehicle by slowing down or stopping his/her 

vehicle (Cf. Figure 8). 

SV 
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Experimentation results 

In order to evaluate the B, C and D attributes associated to the criteria (S, C, TG, FD, 

WL), each operator had to choose, for each criterion he took into account,  a value from 

the interval [-10, 10]. If the human operator chooses a negative value, i.e. a value 

belonging to the interval [-10, 0[, than we consider that he attributes a Cost to the 

evaluated criterion, if he chooses a positive value, i.e. a value belonging to the interval] 0, 

10], than we consider that he attributes a Benefit to the evaluated criterion, but if he 

chooses the value „0‟, than we consider that he doesn‟t take into account the criterion. 

During the experiments, 19 subjects were faced, for four times, to the same „Priority to 

the right‟ barrier.   

 

 

Sub wl S FD TG C D 1 2 3 4 Speed FD S C Accelerating positionBrake positionWheel angleSpeed rapport

1 0 10 0 0 0 0 0 0 1 0 91 33 78 701 8 0 0 5

2 0 5 0 -8 0 0 1 1 1 0 81 32 71 623 0 0 0 4

3 0 9 0 0 0 0 1 1 1 0 80 32 53 615 14 0 0 3

4 0 5 0 -7 5 0 1 0 0 0 13 33 17 96 20 3 0 1

5 0 7 -5 0 4 0 0 0 0 0 25,4 31,3 19,7 0 0 0 2 0

6 0 9 0 0 9 0 1 1 1 1 75,2 32,1 64,3 0,2 26,85 31,82 5 0

7 0 0 5 0 6 0 0 0 0 0 30,9 31,6 22,9 0 0 0 3 0

8 0 6 0 -3 7 0 0 0 0 0 24,4 31,3 -14 0 0 7,58 2 0

9 1 7 1 6 7 0 1 1 0 1 60 32 56 462 0 44 0 5

10 0 9 9 0 0 0 1 0 0 0 30 31 21 227 0 0 0 2

11 0 7 3 -4 5 0 0 0 0 0 24 31 19 179 0 0 0 2

12 0 10 0 0 9 0 0 0 0 0 26 31 22 200 0 0 0 2

13 1 -7 -8 0 0 0 1 1 0 0 44 32 30 340 0 1 0 0

14 0 8 3 7 3 0 0 0 0 0 40 32 36 309 0 0 0 3

15 1 8 0 4 0 0 0 0 0 0 15 33 22 116 0 0 0 1

16 1 0 0 0 0 0 0 0 0 0 26 31 19 197 0 0 0 2

17 0 9 8 -9 10 0 0 0 0 0 28 31 21 214 0 0 0 2

18 0 8 7 0 7 0 1 0 0 0 37 32 30 280 0 0 0 2

19 0 10 9 -8 0 0 0 0 0 0 13 33 21 99 0 0 0 2

Subjective values Observed Behaviour Objective values

 
  

Table 1: Data of the first „Priority to the right‟ (subjective BCD evaluation and the 

objective criteria values related to the driving) and the BR of the four studied situations 

76 situations (and so, M = 76) were observed and 24 BR were recorded, i.e. 31.57% of 

BR. The  

Table 1 presents the B, C and D subjective values associated to the criteria, the Observed 

Behaviour (OB) at each situation and the objective criteria values related to the driving 

context. The results of the prediction method by ANN and the one by ILC are presented, 

respectively, by the Figure 9 and Figure 10. 
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Figure 9 and Figure 10: Fitting curve of prediction rate data by ANN and by ILC

CONCLUSION AND PERSPECTIVES 

 
In this article, a comparison between two human behaviour prediction methods was 

presented. Despite the difficulty, always associated to the prediction of the human 

behaviour, the results of these two predictive methods seem to be good. The human 

behaviour prediction method based on the ILC principal seems to be the best one. The 

strong points of this method are that, first, it needs few data or knowledge to predict 

complicated human behaviours and second, it gives the best prediction rate results 

(100%). The BRU based operator behaviour prediction method seems to be a good 

predictive tool for the human behaviour in the car driving context. The mathematical 

human behaviour model, translated in the Equation 1, seems to be a very good model. 

 

The perspectives of this method are: 

 

1. short-term perspectives: the comparison between the human behaviour 

prediction method based on the ILC principal and the human behaviour 

prediction method based on the ANN to the human behaviour prediction method 

based on the Case Based Reasoning principal in order to classify them.  

 

2. Long-term perspectives: the design of new intelligent barriers able to predict 

online the human behaviour and to adapt themselves in order to avoid the risk 

occurrence and/or to limit its consequences. 

 

REFERENCES 

[1] Amalberti, R., The paradoxes of almost totally safe transportation systems, Safety 

Science, Volume 37, Issues 2-3, Pages 109-126. March 2001. 

[2] Chaali Djelassi, A., Polet, P., Vanderhaegen, F. Human behaviour prediction method 

based on the Barrier Removal Utility: application to the car driving. 11th International 

Conference on Human-Computer Interaction. 22-27 July. Las Vegas. Nevada. 2005. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                    Chaali Djelassi A., Vanderhagen F. 

________________________________________________________________________ 

 

58 
 

 

[3] Swain, A. D. and Guttmann H. E. Handbook of Reliability Analysis with emphasis on 

Nuclear Plant Applications. Nuclear Regulatory Commission, NUREG/CR-1278, 

Washington D.C. 1983. 

[4] Polet, P., Vanderhaegen, F., Millot, P, Wieringa, P. Barrier and risk analysis. 8th 

IFAC/IFIP/IFORS/IEA Symposium on analysis, Design and Evaluation of Man-Machine 

Systems, Kassel, Germany. 2001. 

[5] Polet, P., Vanderhaegen, F., Wieringa, P. Theory of safety related violation of system 

barriers. Cognition Technology & Work. 2002 

[6] Polet, P., Vanderhaegen, F., & MILLOT, P. Analysis of intentional human deviated 

behaviour: an experimental study. IEEE International Conference on Systems, Man and 

Cybernetics. Theme: Impacts of Emerging Cybernetics and Human Machine System. The 

Hague, Netherlands.  October 10-13 2004. 

[7] Polet, P., Vanderhaegen, F., and Amelberti, R., Modeling Border-line Tolerated 

Conditions of Use (BCTUs) and associated risks, Safety Science, Vol. 4, pp 171-179. 

2002  

[8] Chaali Djelassi, A. Polet. P & Vanderhaegen. F. 2005. Decision weight function in car 

driving. Qualita. Bordeaux, 16 – 17 – 18 mars 2005 

[9] Kohonen, Self-Organizing Maps. Springer-Verlag, Third edition, Berlin, Heidelberg, 

Germany, 2001.  

[10] Z. Zhang, P. Polet, F. Vanderhaegen, and P. Millot, “Artificial Neural Network for 

Violation Analysis”. Reliability Engineering and System Safety, vol 84, issue 1, pp. 3-18, 

2004. 

[11] Z. Zhang, and F. Vanderhaegen, A method integrating Self-Organizing Maps to 

predict the probability of Barrier Removal, Chapter 30 in H. Bozdogan (ed.), Statistical 

Data Mining and Knowledge Discovery, CRC Press, New York, July 2003 

[12] Zhicheng zhang, Frederic Vanderhaegen, Patrick Millot.  “Case study on human 

reliability using artificial neural networks“. International conference on machine learning 

and cybernetics, august 18-21, guangzou, china, 2005. 


