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Abstract: The operation of water distribution subsystem (WDS) is inseparably 
linked with the possibility of occurrence of failures, which are often random. Such 
events can cause interruptions in the supply of water or secondary water pollution 
in the water-pipe network, which main reason are unfavourable  hydraulic 
conditions of the network operation (low-speed flow), combined with older 
pipelines or chemical instability of water. In order to determine stationary and 
unstationary likelihood of occurrence of peak undesirable event (threat to water 
consumers) Fault Tree Analysis was used, utilizing BlockSim 7. The expanded fault 
tree for different combinations of failure scenarios, was analysed. The paper 
contains the methodology of the analysis and an example of application. 
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Streszczenie: Eksploatacja podsystemu dystrybucji wody (PsDyW) jest 
nierozłącznie związane z możliwością pojawienia się zdarzeń awaryjnych, które 
niejednokrotnie maja charakter losowy. Zdarzenia tego typu mogą być przyczyną 
przerw w dostawie wody lub wtórnego zanieczyszczenia wody w sieci 
wodociągowej, którego główną przyczyną są niekorzystne warunki hydrauliczne 
pracy sieci (niskie prędkości przepływu) połączone ze starzejącymi się rurociągami 
lub niestabilność chemiczna wody. W celu wyznaczania stacjonarnego i 
niestacjonarnego prawdopodobieństwa zajścia szczytowego zdarzenia 
niepożądanego (zagrożenia dla konsumentów wody) wykorzystano metodę drzewa 
niezdatności (ang. FTA – Fault Tree Analysis) z wykorzystaniem programu 
BlockSim 7. Przeanalizowano rozbudowane drzewo niezdatności dla różnych 
kombinacji scenariuszy zdarzeń awaryjnych.  Praca zawiera metodykę analizy oraz 
przykład aplikacyjny. 

 

Słowa kluczowe: system zaopatrzenia w wodę, drzewo niezdatności, awaria  
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1. Introduction 
 

Access to safe drinking-water is essential to health, a basic human right and 
a component of effective policy for health protection (WHO, 2004). Water 
distribution subsystem (WDS) plays one of the most important functions in 
the whole water supply system (WSS). WDS is a critical infrastructure (Li, 
et al., 2009) and its main task in the operation is to provide consumers with 
drinking water in adequate quantity, at the required quality and pressure 
corresponding to current standards. Due to the large spatial extent, covering 
the whole area of the water supply, diversity of used materials and their age, 
WDS is difficult for proper operation. 
Water-pipe network is expanded technical system and its reliable operation 
depends on many internal factors (structure, material, conditions of 
hydraulic flow) (US Environmental Protection Agency, 2006) as well as on 
external factors (ground and climatic conditions, outside activity of man). 
Consequences resulting from the impact of these factors are failure events 
causing unreliability of the entire or part of WDS, which in consequence 
may lead to a loss of water consumers safety, that should be considered in 
two aspects: threats resulting from the lack of water or interruption in the 
supply of water and threats resulting from the possibility of consuming 
contaminated water (which may cause the loss of life or health of 
consumers) (Porto, 2004; Rak and Tchórzewska-Cieślak, 2006). 
The main aim of this paper is to present a method for the analysis of failure 
scenarios in water distribution subsystem using Fault Tree Analysis. The 
paper contains the characteristics of failure events in WDS and an example 
of the analysis of failure scenarios using FTA, in order to determine the 
likelihood of the occurrence of the peak undesirable event (threat to 
consumers safety as a result of lack of water or restriction in water supply or 
consuming water with quality that is contrary to the current standard). The 
analysis used BlockSim 7, by means of which stationary and unstationary 
values of the likelihood of the occurrence of the peak undesirable event for 
the built tree, were determined. 

 

2. Failure events in water distribution subsystem 
 

Failure events in WDS can be divided into: 
 failures in water pipes, 
 secondary water pollution in water-pipe network. 

The consequences of these events are: 
 lack or breaks of water supply to consumers, 
 threat to consumers health due to consumption of poor quality water, 
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 financial losses in waterworks, as a result of costs of failure repairs, 
washing the network, unsold water or compensations for water 
consumers, 

 financial losses of consumers caused by the purchase of bottled water. 
 

Failures in the water-pipe network are a major problem in the process of its 
operation. Failures of this type concern: the body of the water pipe, 
connectors or expansion units , fittings (gates, valves, hydrants, vents and 
drains). They can occur due to the random one-off events, human 
intervention, or are the result of combined action of time, excessive stress 
and/or local unfavourable environmental conditions. The reasons for failure 
of water-pipe network may also be wrongly assumed concept of the 
structure of the water-pipe network, bad selection of hydraulic conditions of 
the network (too high working pressure, lack of fittings protecting against 
hydraulic impacts), the corrosivity of ground, temperature changes). 
Types of failures in water-pipe network, depending on the material for the 
network: 

 for a network of gray cast iron: the loss of tightness of joints, 
mechanical damage, 

 for a network of steel: corrosion, cracks in welds, mechanical damage, 
 for a network of plastic: connection leak, mechanical damage. 

The consequences of failure of the water-pipe network may be an 
interruption in the supply of water for a specified number of consumers or a 
reduction in pressure in the water-pipe network below the required, resulting 
in a lack or restriction of water supply to consumers, particularly for those 
consumers who live on higher floors of buildings. 
An example of such events in recent years is a failure in main pipeline with 
a diameter of 1.7 m in Bethesda on the outskirts of Washington, water 
coming out on the road with a powerful stream caused that several people 
were “trapped” in their cars, the failure resulted in a reduction of water 
pressure in the city. 
The consequence of failure of the water-pipe network may also be the so-
called. secondary pollution of water in the water-pipe network, and a 
particular threat are failures in pipes with large diameters. The hydraulic 
conditions in WDS contribute to changes in the physical chemical and 
bacteriological composition of water. An important problem emerging in 
many urban water supply systems is also significant oversized of water-pipe 
network, resulting in the decrease of water flow velocity, the silting up of 
pipelines, and, consequently, adverse conditions of flow that cause the 
deterioration of water quality in water-pipe network. Microorganisms can 
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get into the distribution system together with treated water (if used dose of 
disinfectant does not cause total killing of bacteria, viruses and fungi) or as 
a contaminant from the soil during the failures or repairs of  water-pipe 
network. Substrates for their growth are organic and mineral compounds 
found in water, the products of corrosion in water pipes and the so-called. 
dead biomass of organisms found in different types of moss (the so-called 
biofilm) and internal sludge. Chemical and biological sludge deposited in 
the water-pipes is a source of secondary pollution, poor hydraulic flow 
conditions cause that sludge gets directly to tap water. 
Quantity and the chemical composition of sludge, the type and abundance of 
microorganisms in biofilm, and a degree of aggressiveness of corrosion 
water contribute to the level of secondary pollution and a type of released 
pollutants (Kowal, 2003). 
Types of secondary pollution of water in the water-pipe network 
(Świderska-Bróz and Wolska, 2005): 

 contamination by chemicals (most often the products of corrosion of 
iron and steel), causing an increase in the content of the total iron, an 
increase in turbidity and colour, or by other compounds. 

 microbiological pollution: 
 fungi (among others Phialophora, Acremonium, Pullaria, 

Plectosporium, Mucor, ) 
 bacterium and sinica (among others iron bacteria, manganese, 

sulphate, Mycabacterium tuberculosis, Escherichia coli, Vibrio 
cholerae Legionella, Pseudomonas aeruginosa, Clostridium tetani, 
Cyanophyceae, Oscillatoria), viruses (Enteroviruses, Poliviruses, 
Rotaviruses) 

 parasites (Cryptosporidium parvum, Giaradia, Entamoeba 
histolytica). 

The main factors causing secondary pollution of water in the water-pipe 
network include (Świderska-Bróz & Wolska ,2005, Sadiq, et al., 2007): 

 material of pipes (the susceptibility to corrosion), 
 significant changes in speed of flow (sludge is washed out ) 
 low speed of water (stagnant water in water pipes, the increase in 

water temperature), 
 rapid change in pressure resulting in local vacuum (sludge is washed 

out ) 
 poor technical and sanitary condition of pipes (corrosion of pipes, a 

large quantity of biofilm, pipes leak), 
 corrosion caused by aggressive water, 
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 lack of chemical stability of water, 
 water treatment process chosen incorrectly (causing chemical 

instability of water in network) 
 large doses of unused disinfectant remain in water (an increase of 

corrosion), 
 accumulation of sludge in the network, 
 presence of biochemical processes in the network, 
 network repairs, replacement of pipes and fittings (the possibility that  

pollutants from the ground will pass into water in water-pipe 
network), 

 household and industrial devices directly connected to the network 
(pollution from the installation is sucked into water-pipe network). 

 
3. Fault tree method 

 

One of techniques of analysis of water distribution system safety is the Fault 
Tree Analysis – FTA(USNRC, 1981; Tchórzewska-Cieślak and Rak, 2006; 
Rosén, et al., 2008; Sadiq, et al., 2008;  Lindhe, et al., 2009). FTA relies on 
identification of failure events that may occur in WDS. Fault tree presents 
graphically the relationship between failure events having impact on the 
occurrence of a specific undesirable event (eg, lack of water supply for 
consumers) that is called “a peak event”. In drawing up the tree we use the 
so-called functors (logic gates), specifying, among others, the logical 
product of events and the logical sum of events. Rules for FTA were 
specified in the standard (PN-EN 61025:2007). 
For each failure event “the tree of causes” which could lead to its 
occurrence is constructed. 
There are two main types of FTA: 

 static - designating a set of causes of the peak event, 
 probabilistic-enabling additionally the determination of the likelihood. 

According to PN-EN 61025 FTA should include: 
 defining the scope of the analysis, 
 functional characteristic of the examined system, 
 the establishment of assumptions (eg concerning conditions for the 

functioning of the system, certain simplification of description of 
processes, the adoption of reliability indexes for elements or their 
specified state in the case of failure), 

 identification of dangerous situations (the peak event), 
 the tree structure, 
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 logical analysis of interrelation of the elements of the tree, 
 determination of the direct causes, combining them by a specific logic 

gate. 
There are three basic logic gates: 

- OR - an event above gate occurs if at least one event below gate occurs 
(an output event occurs when any of the input events occurs), 

- AND - an event above gate occurs if all the events below gate occur (an 
output event occurs if all the input events occur), 

- VOTE - an event above gate occurs, if m out of the all n events below 
gate occur (an output event occurs when m out of n input events occur). 
 qualitative analysis of the tree is a process to obtain the minimum 

section of the tree. These are the minimum combinations (products) of 
the elementary events, leading to the peak event occurrence. They are 
obtained by applying the methods of Boole’s algebra. 

Logical variable (also called the Boole’s variable) takes values from a set of 
values {0,1}. Arguments of the function correspond to the input states of 
system, while outputs constitute the value of the function. 

1 – event occurs w1, w2,...,wn – input events={ 
0 – event does not occur 
1 – event occurs W– output event={ 0 – event does not occur 

In Tab. 1 basic gates in FTA analysis are presented. 
 

Table 1 Basic gates in FTA analysis 
Gate(s) Logic solution 
AND 

 
W = w1w2 
W={1,0,0,0} 

OR 
 

W = w1w2 
W={1,1,1,0} 

AND-OR W = w1w2 w3w4 
W={1,1,1,0} 

OR-AND W = w1w2  w3w4 
W={1,0,0,0} 

 

 quantitative analysis of the tree means the determination of the 
probability of the primary events, individual sections and the peak 
event. 

 
The rules to simplify the tree structure:  
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 intermediate events with a single input and at least one output, defined 
by the gates: AND, OR or EXACTLY ONE can be removed from the 
tree. 

 intermediate events with a single output defined by AND or OR gates 
can be combined with their successors and output events, if the latter 
are also well defined by AND or OR gates. 

 two or more events with multiple outputs and the same successors 
may be combined into one event, if these events and their successors 
are all defined by gates AND or  by gates OR. 

 
4. Analysis of failure  scenarios  in WDS by means of FTA 

 

An example of the application of the fault tree analysis in order to analyse 
different failure scenarios in WDS, their cause-effect relationship and, in 
consequence, to calculate the stationary and unstationary likelihood of the 
peak event occurrence: threat to water consumers safety as a result of lack 
of water or restriction of water supply, or consumption of poor quality water 
(Rak and Tchórzewska-Cieślak, 2006). 
The analysis uses BlockSim 7, which allows the construction of an extended 
fault tree, taking into account the different scenarios for failure events. 
Based on research conducted in the Department of Water Supply and 
Sewage Systems (Tchórzewska-Cieślak and Kalda, 2008) concerning the 
cause-effect analysis of failure events in WDS, the fault tree, shown in 
figure 1, was made. 
In the schematic tree a subdiagram (a subtree) of biological contamination 
was shown as a combination of the following factors: biological and 
chemical instability, failures and repairs, acts of terrorism, adverse hydraulic 
conditions, the presence of biofilm The latter two factors must occur 
simultaneously to cause contamination. The subdiagram is not presented in 
the paper due to its very large structure. 
The adopted values of the stationary probabilities of the occurrence of 
elementary primary events, under the assumption of independence of events, 
are: 

 biological contamination 0.15 (Event 6), chemical contamination 0.2 
(Event 13), an early warning system did not detect contamination 0.1 
(Event 7); monitoring in Water Treatment Station  did not detect 
contamination 0.1 (Event 9), no alternative treatment technology is 
run 0.1 (Event 8), the chemical instability 0.1 (Event 10), failures and 
repairs 0.2 (Event 11), activity of man 0.05 (Event 12), poor technical 
condition of pipes 0.3 (Event 21); corrosion originated from ground 
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0.5 (Event 14); electrochemical corrosion 0.5, geological causes 0.15 
(Event 16), structural causes 0.15 (Event 17); operational causes 0.3 
(Event 18), natural phenomena 0.1 (Event 19); works carried out 
imprecisely 0.15 (Event 20) ; 

 subdiagram: biological and chemical instability 0.1; failures, repairs 
0.1, terrorist acts 0.03 ; adverse hydraulic conditions 0.2; the presence 
of biofilm 0,2. 

 
As a result of the fault tree analysis for stationary values of the probability 
the following results were obtained: 

 reliability R (t) = 0.9998, 
 unreliability F (t) = 0.0002. 

 
BlockSim 7 has also enabled the calculation of unstationary values of the 
probabilities. In the analysis for the characterization of the likelihood that 
particular failures will occur, the Weibull’s distribution was adopted (Jiang 
2009). In this distribution the up time distribution has a form: 
 

)texp()t(F 1    (1) 
where: 

F(t) – up time distribution , 
λ – failure rate,  
 - a distribution parameter, when 0<the failure rate function is 

monotonically decreasing, for  is monotonically increasing,  
the Weibull’s distribution is transformed into an exponential 
distribution. 

In the examined fault tree for individual undesirable events the following 
parameters of the Weibull’s distribution were adopted: 

  for: biological contamination, chemical contamination, the 
early warning system did not detect contamination; monitoring in 
Water Treatment Station did not detect contamination, no alternative 
treatment technology is run , human activities, geological causes, 
structural causes, operating causes, natural phenomena, works carried 
out imprecisely; Subdiagram: failures , repairs, acts of terrorism. 

 for: failures and repairs, chemical instability, poor technical 
condition of pipes, corrosion originated from ground, electrochemical 
corrosion , biological and chemical instability; Subdiagram: adverse 
hydraulic conditions, the presence of biofilm. 
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Fig. 2 Ppresents the graph of the time dependent unreliability for the examined 

tree associated with threat to life and health of the consumer. 
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Fig. 2  Graph of the time dependent unreliability for the examined tree 

 
The results of the analysis for different periods of operation: 

R(10)= 0,9895, F(10)= 0,0105 
R(20)= 0,8509, F(20)= 0,1491 
R(30)= 0,5799, F(30)= 0,4201 
R(50)= 0,1379, F(50)= 0,8621 

 
5. Conclusions 
 Failures of the water-pipe network and its fittings are random events 

and their causes may be related to the ground works (such as damage to 
the pipeline by mechanical excavator), the technical state of pipelines, 
installation errors or sudden changes in temperature. They are virtually 
impossible to predict, but their detailed analysis is very helpful for the 
proper planning of repairs. 

 Fault tree analysis is particularly useful for the analysis of complex 
technical systems in which analysis of failure scenarios is a difficult 
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process because it requires to examine a high number of cause-effect 
relationship. Undoubtedly the WDS belongs to such systems. 

 FTA involves “thinking back”, which allows the identification of failure 
events that cause the occurrence of an undesirable (peak) event. 

 In the case of very large fault trees it is advisable to use the computer 
methods. 

 Unstationary analysis of fault tree allows to determine the likelihood 
that the peak event will occur after t years of operation.  

 Analysis of different failure scenarios in the WDS is useful in assessing 
the causes and effects of undesirable events. 

 An example of the analysis of the possible failure scenarios using FTA 
presented in this paper takes into account the main reasons that may 
lead to threat to water consumers safety, which means the possibility of 
consuming contaminated water or breaks in the supply of water. This 
allows the designation of the stationary and unstationary probabilities of 
the occurrence of the peak event, but also the probabilities for selected 
branches of a tree. Analysis of this type is part of a complex analysis of 
the risk of failure in WSS, which is carried out by the authors in the 
framework of research made in the Department of Water Supply and 
Sewage Systems, Rzeszow University of Technology. 
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